5010 12-M
CHAPTER 7

RELEASE OF TECHN CAL DATA TO THE PUBLIC

A GENERAL

Public disclosure of technical data, as defined by 10
U S.C. 130 (reference (e) ) , that has mlitary or space
application is tantanount to providing uncontrolled foreign
access. Because it is in the national interest to control
the release of such data, Congress granted DoD the
authority, by 10 U. S .C. 130 (reference (e) ) , to wthhold
that data when certain criteria are met. pgD Directive
5230. 25 (reference (0) ) contains the policy and procedures
for determning whether to dissemnate or wthhold technical

data with mlitary or space application.

B.  REQUI REMENTS FOR W THHOLDI NG OF TECHNI CAL DATA

1. Unclassified technical data may be withheld from the
public when the data neets the following criteria:

o a. The data has military or space application and
I's in the possession of or under the control of the
Depart ment of Defense.

b. The data is entitled to protection pursuant to
DFARS Subpart 227.402-72(b) (reference (b)) for contractor
sensitive or proprietary informtion.

c. The data is not subject to an exception under
t he export control |aws.

d. The data discloses critical t echnol ogy or
operational advantage, as determned by he control ling DoD

of fice..
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2. In all cases the controlling DoD office, i.e.
activity that sponsored the work that generated the
technical data, or received the technical data for the
Departnment of Defense has the responsibility for determ ning
whether the criteria for wthholding from public disclosure
are net.

. the

3. Repository personnel, or other designated receiving
activities, shall review incomng technical data to ensure
that data created under a contract whose solicitation was
| ssued after Novenber 6, 1984, has been assigned a
distribution statenent in accordance wth MIL-STD-1806
(reference (n)). Incomng technical data created aft-er that
time which have not been assigned a proper distribution
statement shall be returned to the controlling DoD office
for assignment of a proper distribution statement. |n cases
where personnel review ng the incomng technical data
suspect that proper analysis was not conducted to support
assignnment of a valid distribution statenment, these
personnel, with the concurrence of |egal counsel, should
seek witten confirmation that the policies and procedures
of DoD Directive 5230.24 (reference (c)) were followed in
assi gnnent of distribution statenments. Subsequent delivery
of this data still bearing apparent |nappropriate
distribution statements should be referred to the Under
Secretary of Defense for Policy, who is responsible for
adm ni stering and nonitoring conpliance wth the program

4, Unmarked technical data which is already held in the
files by the repository shall not be renmoved fromthe file
and returned to the controlling office for the sole purpose
of marki ng. However, when a request is received for this
techni cal data, the controlling DoD office should then be
required to determne and provide appropriate narking
directions to the repositories or designated receiving
activities before the copy is released. In those cases
where it is inpossible to determ ne who the controlling DoD
office is,- the repository or designated receiving activity
w || assume responsibility for marking the technical data.
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C. FREEDOM OF | NFORVATI ON ACT (ro1a) DENITAL AUTHORITY

1. DoD Drective 5230.25 (reference (0) ) also provides
the Department of Defense the authority to deny FO A
(reference (ah) requests for data that neet the criteria
described in Section B above. Assignment of a restrictive
distribution statement (i.e., other than distribution
statenent A) may be evidence that those criteria have been
met. In such cases, the third or fourth exenption of the
FO A should be cited, as appropriate. It should be noted
that to nmeet exemption 3 wthholding criteria by applying
the statutes of 10 U.s.C. 130 requires witten supporting
docunentation that neets the rationale of, or is listed, iIn
the Muhitions List (M) or Mlitarily Critical Technol ogies
Li st (MCTL).

D.  CERTI FI CATI ON PROGRAM FOR QUALI FI ED REQUESTERS

1. Central to the technical data rel ease control
mechanismis the concept of a large pool of “Qualified U S
and Canadi an Contractors”. This pool also includes private
I ndi viduals and state and | ocal governnents that have a
valid need for specific data. The managenent of this pool
of qualified requesters is a responsibility of the
U. S./Canadi an Joint Certification Ofice (JCO) and the
Def ense Logistics Services Center (DLSC), a primary field
activity of the Defense Logistics Agency.

2. The JCO has established a Qualified U S./Canadi an
Contractor File to iInplenment managenent control of the
certification of qualified requesters and to provide this
information to activities making determnations on the
rel ease of technical data wth mlitary or space
application. This file has been inplenented as a conputer
data base that will be used to generate a “Certified
U. S./ Canadi an Contractor Access List (ccan) .“ The CCAL is
publ i shed quarterly and is avail able on mcrofiche.
Non—CGover nment subscribers may obtain the CCAL through the
Superintendent of Docunents.
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3. Requests for certification nust be submtted on the
DD Form 2345, “Mlitarily Critical Technical Data
Agreenment.” The individual or organization seeking

certification should submt the formdirectly to the
fol | owm ng:

U.S./Canadi an Joint Certification Ofice
Def ense Logistics Services Center

ATTN : DLSC-FBA, Federal Center

Battle Creek, M 49017-3084

4, In submtting a DD Form 2345, the individual or
organi zation shall certify that:

a. The person who wll receive export—controlled
technical data is a U S or Canadian citizen.

b. The technical data wll be used in connection
wth a legitimate business that is described in the
certification. This does not necessarily require a contract
or grant fromthe U S. or Canadian Governnents.

c. The responsibilities under export control |aws
are understood and wll be observed. This includes a
recognition that release or disclosure of technical data
wthin the U S or Canada with the know edge or intent that
It wll be transmtted to a foreign country is illegal.

d. The business will not release or disclose the
data to other than its enpl oyees except as allowed by DoD
Directive 5230.25 (reference (s)) or, for Canada, the
“Techni cal Data Control Regul ations (TDCR)."

e. No person who wll have access to the technical
data is debarred or has violated export control [|aws.

f. The contractor itself is not debarred or has not
violated export control |aws.
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5. The JCO W II| cross reference other available data
to determne to the greatest extent possible whether the
technical data recipient has been debarred, suspended,
charged wth violating export—control |aws and regul ations,
or involved with violations of other Mlitarily Critical
Technical Data Agreenents. The JCOw Il also |ook for
activities and organi zations clearly unrelated to legitimte
busi ness purposes as defined in reference (s). Exanples of
| nappropriate business activity are submttals by a foreign
enbassy or foreign trade organizations or activities that,
by their nature, are primarily designed to permt public
dissemnation (lectures and publications, etc.).

6. Wen the DD Form 2345 has been approved by the JCO
Information wll be selected fromthe formand entered in
the Qualified U S./Canadian Contractor File. Selected data
W || subsequently be extracted fromthe file and wl| appear
In the CCAL. Entries in the file will be recertified every
5 years.

E.  DOCUMENTATI ON REQUIRED FOR DI STRI BUTI ON REVI EW

1. The technical data repository should have the
Cat al ogi ng Handbook H-4/H 8 Series (reference (ai))
avai | abl e for ready reference. This mcrofiche publication
Is available fromthe Defense Logistics. Services Center at
t he address shown above in section D.3.

2. Technical organizations that are providing
technical support to the engineering data repository or
ot her designated engineering data rel ease organization wll
need routine access to the Mlitarily Critical Technol ogies
Li st (MCTL) as well as access to the CCAL. Requests for the
MCTL shoul d be submtted to the technology transfer focal
points in the Mlitary Services and the Defense Agenci es.
Technical review activities may al so require access to or
information on the State Departnent’s Miunitions List and the
Departnment of Commerce’s Commodities Control List.
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3. Controlling offices wmll need the ccaL, MCTL, and
access to, or information on, the Minitions List and the
Commodi ties Control List.

F.  PROCEDURES FOR DI STRI BUTI ON REVI EW AND REIEASE OF
TECHNI CAL DATA

1. lnitial Repository Actions On Receipt of Request for
Technical Data

a. Determne if the technical data requested is not
rel easable or has restrictions on release or disclosure for
ot her reasons. These reasons include security
classification or valid marking with a limted rights
| egend. Where it is possible to expunge the specific data
to which the restrictions on release or disclosure apply,
the request, along wth the relevant technical data and
supporting evaluation, should be referred to a designated
organi zational element at the |ocal acquisition activity.
The designated organi zation el enent should coordinate his
actions wth the local Data Managenent O fice and any other
technical activity(s) necessary to determ ne the cost
effectiveness of “sanitizing” the docunent.

b. If the technical data is not subject to other
restrictions, it should be reviewed for an “Export-Control
Warning Notice.” This warning notice should read:

“WARNI NG — Thi s docunent contains technical data
whose export is restricted by the Arns Export Control Act
(Title 22, U S.C, Section 2751, et seq.) or the Export
Adm ni stration Act of 1979, as anended, Title 50, U S. C.,
App 2401 et seq. Violations of these export laws are .
subject to severe crimnal penalties. Dissemnate in
accordance with provisions of DoD Directive 5230.25.” This
war ni ng notice generally wll be associated wth
distribution statements B, C, D, E, F, or X. |f no
distribution statenent is annotated on the docunent or if
distribution statement A has been applied, the controlling
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DoD of fice should be contacted to clarify the discrepancy
before further review

2. Distribution Review of Export—Controlled Techni cal
Dat a

a. |If an “Export-Control Warning Notice” is
annotated on the technical data, the repository shoul d
verify that the requestor is listed on the ccaL. |If the
requestor is not listed on the CCAL and is not listed on the
mont hl'y cunul ative "CCAL Change Bulletin” (called the
“Dsqualified U S Contractor Bulletin”), the reviewng
activity should deny the request, but provide a blank DD
Form 2345, the address for subm ssion to DLSC, and a copy of
DoD 5230. 25-PH (“reference (aj)), which is a panphl et that
explains DoD' s policy for the control of unclassified
technical data wth mlitary or space application.

b. If the requestor is listed on the CCAL, the
request and the requested technical data should be revi ewed
to determne whether the data requested is related to a
| egiti mate business purpose for which the contractor is
certified. |If there is any question about the rel evancy of
the data request to the purpose for which the data was
requested, the technical review activity should forward the
technical data and the request to the controlling DoD
office, concurrently advising the requestor in witing that
the request has been forwarded to the controlling DoD
office, who wll be responsible for the decision to rel ease
or deny the request.

3. Distribution Review for Technical Data Assiagned a
Distribution Statement

a.. |If distribution statement A is assigned, release
the technical data to the requestor charging an appropriate
search; reproduction, and delivery charge in accordance wth
DoD I nstruction 7230.7 (reference (ak)).
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b. If distribution statenment B is assigned, the
technical data is not to be released outside the Governnment
w t hout specific approval of the controlling DoD office. If
there is a question whether the requesting activity iIs
I ndeed a U S. CGovernnent Agency, refer the request and the
technical data to the Ofice of the Under Secretary of
Defense for Policy for disposition.

¢c. |If distribution statenment C is assigned to the
technical data, the data may be released to another party
subject to the follow ng conditions.

(1) Either they are a Government contractor or
approved by the acquisition as a potential contractor.

(2) If the data is export controlled, a DD
Form 2345 must be in the possession of the Departnent of
Def ense.

(3) If the data is classified, an approved DD
Form 250 (wth “need to know' the subject field of the data)
must be on file wth the Departnent of Defense.

c. If distribution statenent D is assigned to the
technical data, the data may be rel eased to another party
subject to the follow ng conditions.

(1) Either they are a DoD contractor or *
approved by the acquisition activity as a potential contrac-
tor.

(2) If the data is export controlled, a DD
Form 2345 nust be in the possession of the Departnent of
Def ense.

(3) If the data is classified, an approved DD
Form 250 (with “need to know' the subject field of the data)
must be on file wth the Departnent of Defense.
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e. |If distribution statement E has been assigned to
the technical data, the reviewmng activity is to release

this data to DoD Components only unless specifically
approved by the controlling DoD office.

f. If distribution statement F has been assigned to
the technical data, the reviewmng activity should refer all
requests to the controlling DoD office. FEach activity
should periodically review technical data marked wth a
distribution statement F to verify that there is a valid and
continuing need to store the information. \Wen the need can
no | onger be established, disposition of the technical data

shal | be accomplished based on witten instructions fromthe
controlling DoD office.

g« If Distribution Statenment X has been assigned to
the technical data, the data nmay be released to U S.
gover nnent agencies. Wien a DD Form 2345 is on file with
the Department of Defense, the data may al so be released to

parties with a legitimte business interest with the
Depart nent of Defense.

h. The controlling DoD office may al ways rel ease
data to anyone regardless of the distribution statenent
subject to any constraints inposed by statute or DoD policy.

" hni cal ced witl . but |
St at enent

a. Technical data that have not been marked in
accordance with DoD Directive 5230.24 (reference (c)) shoul d

be reviewed by the controlling DoD office and an appropriate
di stribution statenent assigned.

b. An initial step in establishing the appropriate
distribution statement is to review whether the technical
data has been released to the public. Evidence of such
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rel ease would include listing in a reprocurenent data
package or in a procurenent description that has been used
In the past to support a conpetitive procurenent.

Each review ng activity should canvass the record-keepi ng at
the data repository or at each activity that directs the
data repository to release information. Determ ne whether
the appropriate reason for a protective statenment such as
export controlled or classified still applies and mark the
docunent accordingly.

c. The reviewng activity should also research the
MIlitary Engineering Data Asset Locator System (MEDALS) for
other repositories that may contain the same, or earlier
revisions of the sane, technical data. |f such duplication
exi sts, proper distribution statenent assignnment should be
the responsibility of the cognizant CGovernnent design
activity with notification to the other repositories also
hol di ng the dat a.

d. If research indicates that the controlling DoD
office no |onger exists, the DoD Conponent Headquarters
shall assign responsibility to an appropriate organization
In their chain of command to make a determ nation concerning
mar ki ng, remarking, and release of the data.
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